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 TRAI Recommendations on Privacy, Security 

and Ownership of Data in the Telecom 

Sector, 2018 
-Spruha Kulhalli, Associate 

The Telecom Regulatory Authority of India 

(“TRAI”) recently released their 

recommendations on Privacy, Security and 

Ownership of Data. Typically, consultations are 

taken up by TRAI based on requests from the 

Department of Telecommunications (“DOT”). 

However, on 9th August, 2017, TRAI, suo moto 

released a consultation paper titled ‘Privacy, 

Security and Ownership of Data in the Telecom 

Sector’, following which they released their 

recommendations in July, 2018. As per the 

recommendations, there lies a necessity in the 

expansion of the framework to regulate all 

participants in a digital ecosystem which 

includes multiple entities such as Devices, 

Telecom Service Providers (“TSPs”), 

Communication Network Browsers, Operating 

Systems, Applications, Over- the-Top service 

providers (“OTT”), etc. The recommendations 

made are as follows: 

Personal Data and Data Ownership 

As per the recommendations of TRAI, the 

definition of ‘data’ provided in the IT Act, 2000 

as well as the definition of ‘personal information’ 

and ‘sensitive data and personal information’ 

provided in the Sensitive Personal Data and 

Information Rules, 2011 are adequate for the 

current standards which are required to be met. 

The recommendation further provides that the 

right of ownership of the data stored with the 

entities lies with the user alone and the entities 

are mere custodians of the data and do not 

have primary rights over it.  The TRAI has 

recommended a study to formulate standards 

for anonymization and de-identification of 

personal data. In addition, it has said that all 
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entities in the digital ecosystem, which control or 

process the data, should be restrained from 

using metadata to identify the individual users. 

Sufficiency of existing Data Protection 

Framework  

TRAI through its recommendations has 

suggested that till such a time a general data 

protection law is formulated, all current rules/ 

license conditions applicable to TSPs for 

protection of users privacy be made applicable 

to all the entities in the digital eco-system. Thus, 

it can be seen that TRAI has attempted to act 

beyond its jurisdiction which is telecom and has 

attempted to include other entities which form 

a part of the digital eco-system. The TRAI 

recommendations additionally suggested that 

since the data is collected by private as well as 

government entities, the data protection 

framework should be equally applicable to 

both the Government as well as private entities. 

User Consent 

The recommendations propose that consent 

mechanisms with varying levels of granularity in 

choices be provided to the users by service 

providers and such choices should be explicitly 

presented to the user before collecting any 

data. It intends to provide users with the right of 

choice, notice, consent, data portability and 

the right to be forgotten. Entities should be 

encouraged to share information regarding 

vulnerabilities and threats in the digital 

ecosystem. Further, Entities should disclose any 

instance of a privacy breach on their website. A 

common platform for all Entities to report 

security breaches is recommended. Entities are 

to be encouraged to share information relating 

to such instances of privacy and security 

breaches. 

Encryption 

The recommendations suggest that encryption 

standards applicable to TSPs need to be 

aligned to the needs of the other sectors, with 

the aim to uniform the standards amongst all 

sectors. It makes a reference to the DOT 

mandate limiting the encryption standard to 40-

bit. Such encryption is recommended for the 

storage of data as well as during transfer of 

data. The recommendations also suggest a 

national policy on encryption of personal data, 

a power which does not lie with the DOT. 

Conclusion 

The recommendations referred above are not 

an exhaustive list. Although there lie several 

other recommendations, implementation of 

these recommendations may not be as direct 

due to the large number of ministries which 

need to be involved in order to implement these 

recommendations. However, the 

recommendations are a positive step towards 

Data Protection in India following the 

implementation of GDPR. 

 

 Cyrus Mistry- Tata Sons Dispute Verdict by 

NCLT 

-Spruha Kulhalli, Associate 

The National Company Law Tribunal (NCLT) on 

9th July, 2018, gave its verdict on the infamous 

case between Cyrus Mistry and the Tata Sons 

group in favour of Tata Sons. The Mistry family 

owns 18.6% in Tata Sons, though holding with 

voting rights is only under 4%.The over 18% stake 

makes the Mistry Group as the single largest 

shareholder in the country’s largest corporate 

entity. Cyrus Mistry had taken over as Chairman 

of Tata Sons Group in 2012, after Ratan Tata 

announced his retirement.  Mistry, who was the 

sixth chairman of Tata Sons, was ousted from the 

position in October 2016. Mistry took the matter 

to the NCLT, making the following allegations 

against Ratan Tata and trustee director, N 

Soonawalla: 

 Rampant mismanagement and 

oppression against minority shareholders 
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 Interfering in the day-to-day business 

decisions of the group companies. Such 

interference caused losses to the group. 

 Tata and other trustees were acting as 

shadow directors and controlling Tata as 

a ‘Super Board’  

 Changes made to the Articles of 

Association since his dismissal ‘arbitrary’ 

 Not proportionate representation for the 

Mistry Group on the Board 

The Board, however, denied all the charges 

made against them stating that Mistry was 

removed as the Board had lost confidence in 

him. They further stated that Mistry intentionally 

and in bad faith leaked sensitive and 

confidential information causing loss in Tata 

Group’s market value. The Tata Group further 

argued that the law permits the removal and 

Mistry was removed by a majority of 7 out of 9, 

wherein Mistry did not vote against himself and 

another official had abstained. 

However, the Tribunal in its 368 page judgement 

has dismissed all the allegations made by the 

Petitioners stating that the Board of Directors 

(BOD) were competent to dismiss Cyrus Mistry 

due to his acrimonious behaviour and were 

therefore justified. The Tribunal has further stated 

that there lies no merit in any of the charges 

made by the Petitioners and dismissed all 

allegations including that of ‘shadow directors’ 

as well as ‘Super Board’ stating that the 

management is more accountable to 

shareholders under the present regime. The 

tribunal, further provided that considering that 

Ratan Tata heads the Tata Trusts that owns over 

66 per cent of Tata Sons, it is unlikely that he 

would have caused prejudices to the group 

companies, or to the trusts. 

Thus, it is clear through the judgement, that the 

Tribunal did not accept any of the arguments 

presented by the petitioners and stated that 

they do not have a standing under the requisite 

provisions of the Companies Act, 2013. 

 

 

 Board Report Disclosure: Additions and 

Insertions 

-Sindhuja Kashyap, Associate 

Ministry of Corporate Affairs (“MCA”) vide its 

notification dated July 31, 2018 has exercised 

the powers to amend the Company (Accounts) 

Rules, 2014 (“2014 Rules”). These rules are 

referred to as the Company (Accounts) 

Amendment Rules, 2018 (“2018 Rules”). Apart 

from the addition of certain disclosures to be 

made in the Board’s Report by the Company, 

the 2018 Rules also brings in a new rule into 

existence which talks about Board report of One 

Person Company (“OPC”) and Small Company.  

An addition of disclosure had been made to 

Rule 8 Sub Rule 5, wherein following has been 

included as additional disclosure to be made by 

a report of Board of any company: 

• disclosure, as to whether maintenance of 

cost records as specified under Section 

148(1) of the Act, is required by the 

Company and accordingly such accounts 

and records are made and maintained 

• A statement that the company has 

complied with provisions relating to the 

constitution of Internal Complaints 

Committee under the Sexual Harassment of 

Women at Workplace (Prevention, 

Prohibition and Redressal) Act, 2013 

Further, the 2018 Rules have made an insertion 

of Rule 8A that deals with Board report of OPC 

and Small Company. As per Rule 8A, the board 

reports of OPC and Small Company shall be 

prepared based on the stand alone financial 

statement of the company. The Board Report 

shall be in abridged form and contain the 

following: 

(a) The web address, if any, where extract of 

annual return has been placed  

(b) Number of meetings of the Board; 

(c) Directors’ Responsibility Statement; 

(d) Details in respect of frauds reported by 

auditors under section 143(12) other than 

those which are reportable to the Central 

Government; 
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(e) Explanations or comments by the Board on 

every qualification, reservation or adverse 

remark or disclaimer made by the auditor in 

his report; 

(f) The state of the company’s affairs; 

(g) The financial summary or highlights; 

(h) Material changes from the date of closure 

of the financial year in the nature of business 

and their effect on the financial position of 

the company; 

(i) The details of directors who were appointed 

or have resigned during the year; 

(j) The details or significant and material orders 

passed by the regulators or courts or 

tribunals impacting the going concern 

status and company’s operations in future. 

Additionally, the Board Report shall also contain 

the particulars of contracts or arrangements 

with related parties referred to in Section 188(1) 

in Form AOC-2. 

Conclusion 

It is pertinent to note through this notification, 

that Government is making sufficient effort to 

ensure compliance of Sexual Harassment of 

Women at Workplace (Prevention, Prohibition 

and Redressal) Act, 2013, as the same is of utter 

importance in the practical field, a lot of 

companies have been overlooking the same 

due to lack of stringent reporting system. Further, 

it is for the first time that contents of Board report 

of OPC and small companies have been 

discussed and rules formulated thereby bringing 

it to scrutiny under eyes of law. 

 

 DIR 3 KYC: Weeding Out of Sham Companies 

and Director 

-Sindhuja Kashyap, Associate 

Ministry of Corporate Affairs (“MCA”) with the 

intention to tighten the grip on the directors and 

to update its registry has decided to conduct 

KYC of all directors of all companies through 

introduction of a new form called DIR-3 KYC 

(“Form”) on an annual basis. Notification in this 

regard was issued by MCA on July 05, 2018.  

According to this notification, every director 

who has been allotted DIN on or before March 

31, 2018 and whose DIN stands Approved by 

MCA, have been mandated to file the Form on 

or before August 31, 2018. The Directors have to 

mandatorily fill in the Unique Personal Mobile 

Number and Email ID which would further be 

verified by way of One Time Password. It is 

pertinent to note that verification is part of the 

form wherein Directors specifically agree and 

state the Mobile No and email ID belong 

personally to them. The Form shall be filed by 

each director using his respective DSC and the 

Form will further be verified by a practicing 

professional (CA/CS/CMA). The scope of the 

notification has been extended to Disqualified 

directors as well.  

After August 31, 2018, all the DINs that fail to form 

the Form shall be marked as ‘Deactivated’ with 

reason as ‘Non-Filing of DIR-3 KYC”. A Director 

who’s DIN has been deactivated on account of 

non-filing shall be allowed upon payment of a 

specified fee only.  

This is welcome and a longed-for step from the 

end of MCA keeping in view the efforts being 

taken by it to systematically weed out sham 

companies and directors from its registry and 

market. 

 

 Companies (Incorporation) Third 

Amendment Rules, 2018 to amend the 

Companies (Incorporation) Rules, 2014 

 
-Shruti Saraogi, Associate 

As per the amendment, the term "resident in 

India" now means a person who has stayed in 

India for a period of not less than one hundred 

and eighty-two days during the immediately 

preceding financial year instead of calendar 

year as previously recognised. Whereas, while 

counting the number of days of stay of a 

director in India for the financial year 2018-2019, 

any period of stay between January 01, 2018 till 

the date of notification of the rule shall also be 

counted. 
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Further, the subscribers are now required to 

submit a declaration to the memorandum and 

the first directors named in the articles in Form 

INC-9, such directors and first directors are not 

required to submit an affidavit as mandated 

earlier. 

 

 Indian Limited Liability Partnership allowed 

to Amalgamate with a Company Registered 

under the Companies Act, 2013  

 
-Chandni Barak, Associate 

A Limited Liability Partnership company with the 

name M/s. Real Image LLP registered under 

Limited Liability Partnership Act, 2008 and M/S 

Qube Cinema Technologies Private Limited 

registered under the Companies Act, 2013, 

together along with their respective partner, 

shareholders and creditors filed a joint company 

petition pertaining to the proposal of scheme of 

Amalgamation before The National Company 

Law Tribunal, Single Bench, Chennai.  

There is no express provision under the Indian 

law specifying the amalgamation under the 

Scheme of Amalgamation between the Indian 

LLP and the Company incorporated under The 

Companies Act, 2013. Earlier, under the 

Companies Act, 1956, there was no bar for a 

transferor LLP company in a Scheme of 

Amalgamation to merge with a body corporate 

but the amended Companies Act, 2013 is silent 

on the said part. However, the amended Act 

has allowed the foreign company including a 

company incorporated outside India to merge 

with a company registered under The 

Companies Act, 2013 or vice versa. 

Further, to conclude the aforesaid, the National 

Company Law Tribunal, Chennai has allowed 

the Scheme of Amalgamation of Indian LLP with 

the Company incorporated under The 

Companies Act, 2013 stating the reason that the 

said Amalgamation appears to be fair and is not 

contrary to public policy or any provision of the 

law, therefore, it would be arbitrary if the foreign 

companies are allowed to merge with an Indian 

entity whereas, on the other hand the Indian 

entities are being denied to merge with another 

Indian entity. 

 

 Ordinance Passed By The Parliament 

Containing The Measures Against The 

Fugitive Offender, Evaded The Country To 

Avoid The Economic Liability. 

 
-Chandni Barak, Associate 

The Parliament has recently passed the fugitive 

economic offenders Ordinance, 2018. The said 

Ordinance enables the bankers to arrest such 

individual who is a declared fugitive economic 

offender, involved in offence specifically with 

the value of One Hundred Crore or more, has 

fled the country and refuses to return in order to 

avoid the economic liabilities. For the purpose 

of the said Ordinance an individual would 

include any person, corporate body, HUF or any 

agency, office or branch controlled by such 

individuals.  

The said Ordinance has established a Special 

Court under the Prevention of Money-

Laundering Act, 2002, conferred with the power 

to declare a person as a fugitive economic 

offender upon an application made by the 

director or deputy director (such authority as 

prescribed under the Prevention of Money-

Laundering Act, 2002) before the Special Court 

specifying the details of the property to be 

confiscated and any other information about 

such person’s whereabouts. The Director may 

also attach the property of the offender without 

permission of the Special Court. After analyzing 

the information provided, the Special Court shall 

issue the notice to the said individual to appear 

at a specified place and time within 6 weeks 

from the date of the such notice, and in the 

event of failure to appear within the specified 

time, the Special Court shall declared such 

individual a fugitive economic offender, and 

may order to confiscate the property of such 

individual situated in India or abroad, however, 

in case the fugitive economic offender marks its 

presence through a council or appears in 

person at a specified place and time, the 

Special Court shall terminate the proceeding 

under the Ordinance.   
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Upon such confiscation order by the Special 

Court, all the rights and title subsisting in such 

confiscated property, shall vest with the Central 

Government and the said property shall be free 

from all encumbrances, also barring any filing or 

defending of civil claim associated against such 

fugitive economic offender.   

 

 Prevention Of Corruption (Amendment) Act, 

2018 

-Raghav Gaind, Associate 

 

The Parliament of India gave its thumbs up to 

Prevention of Corruption (Amendment) Act, 

2018 (hereinafter referred to as “Act”) on July 24, 

2018. The said amendment was made in the 

light of enhancing the transparency and 

accountability of the government.   

It is imperative to understand here that the old 

act was introduced before new economic 

reforms of 1990 came into existence. In 

reference to the same, it shall also be taken into 

consideration that the old law came into being 

when the private sector was viewed with 

distrust, or to use the memorable coinage of the 

India’s departing chief economic advisor, the 

era of “stigmatized capitalism”.   

 

Main Amendments in the new Act 

The Parliament has brought significant changes 

Act to ensure that persons offering undue 

advantage are held liable for committing such 

an offence. The Act also provides a screening 

mechanism to shield honest officers from 

frivolous and malicious charges of corruption. In 

pursuance of the same, the following are some 

of the key sections that have been amended by 

the Parliament: 

 

 Mandatory time limit of maximum 4 years 

has been introduced for completion of trials 

under the Act in order to ensure expediency 

in resolution of corruption cases. This will 

ensure that endemic delays in trials would 

be avoided. 

 

 Newly introduced section 8 punishes persons 

offering undue advantage as reward or 

inducement to a public servant doing 

public duty with imprisonment upto 7 years 

or with fine or both. The said amendment 

hopes to create a strong deterrence for any 

person against offering any bribe to any 

public official. 

 

 Section 9 has been introduced which 

penalizes commercial organizations if a 

connected with the organization offers 

undue advantage to any public servant for 

obtaining or retaining business or for 

obtaining or retaining any advantage 

related to conduct of business of such 

organization. 

 

 Punishment for abatement of offences 

under the Act has been increased carrying 

imprisonment term ranging between 3 and 

7 years along with fine.  

 Criminal misconduct under section 13(1) 

redefined to include only misappropriation 

of assets and possession of disproportionate 

assets. 

 

 Newly inserted Section 17A provides a 

screening mechanism before any 

proceedings can be initiated against any 

serving or retired public servant. It provides 

for requirement of a prior sanction from 

concerned authority before the public 

servant can be proceeded against. The 

concerned authority will be Union 

Government (if public servant was 

employee of Union Government) or State 

Government (if employee of State 

Government) or authority which has power 

to remove concerned public official. The 

Amendment also provides that the 

concerned authority shall decide upon the 

sanction request within 4 months from date 

of request 
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 Newly inserted Chapter IV A makes the 

provisions of the Criminal Law Amendment 

Ordinance, 1944 applicable to the 

attachment, administration of attached 

property and execution of order of 

attachment or confiscation of money or 

property procured by means of an offence 

under this Act. This will give the investigative 

agencies   the power to seize assets in order 

to recover amounts received as undue 

consideration 

 

● Amended Section 14 provides enhanced 

punishment for habitual offenders. The 

principal Act contained imprisonment term 

between 2 and 7 years along with fine. The 

amendment increases the term to a 

minimum of 5 years and a maximum of 10 

years along with fine for any offence 

committed under the Act. 

Criticism of the Act 

The amendment though honest in its intentions 

has some drawbacks; 

 It may be used to harass commercial 

organizations.  The proposed Section 10 

(1) provides that if a commercial 

organisation is found guilty of an offence 

under Section 9, every ‘person in 

charge’ of the commercial organisation 

will also be liable to prosecution. Hence, 

this provision is amenable to misuse. 

 

 The Amendment introduces punitive 

action against the person offering 

undue consideration. This can be a 

double whammy for people offering 

bribes under coercion.     

 

 Branch and Project Offices of the Foreign 

Companies are Exempted from GST 

 
-Raghav Gaind, Associate 

 

GST is a consumption based destination tax. This 

means that goods/services will be taxed at the 

place where they are consumed and not at the 

origin. 

The original GST Act gave “Supply” a very broad 

meaning and in relation to banks, IT service 

providers, even included services rendered to 

their sister concerns outside India as a taxable 

supply. 

Such supplies of services were not taxable in the 

Service Tax era as the place of supply being 

outside India, the service was outside the tax 

net. 

The recent changes introduced via the 

notification are an attempt to rectify this 

anomaly. 

Services provided in sectors like banking, IT have 

been provided relief by exempting services 

supplied by an establishment of a person in 

India to any establishment of that person 

outside India [related party]. 

This amendment will bring significant relief to 

such organizations as they rely heavily on such 

intra concern supply of services for efficient 

operations and profit making. 

Aforesaid amendments have been brought in 

Chapter 99 at serial number 10F vide 

Notification No. 15/2018- Integrated Tax (Rate) 

dated 26th July, 2018. 
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